Abstract: Indonesia e-cash system faced with some challenges. Lack of proper network infrastructure impedes the distribution of e-cash throughout the country. Most existing e-cash scheme designed for usage with proper network infrastructure, mainly for validating the transaction. Existing peer-to-peer e-cash scheme also require proper network infrastructure, either for public key request or deposit the received e-cash. This paper proposed a novel ecash scheme by building its e-cash data as chain of transaction (block chain) using identitybased signcryption as its security mechanism. The combination of block chain and identitybased signcryption make the e-cash peer-to-peer, transferable, and able to operate on ad hoc network. The Markov chain evaluation show that the proposed scheme can achieve security against forgery and double spending.
There are several offline schemes under centralized paradigm, which does not require TTP's presence at the time of transaction. Scheme such as [10] [11] [12] enables an user to use e-cash in a transaction with a merchant without the involvement of TTP for transaction validation. The schemes provide protection against double spending, which is a crucial point for an offline scheme. Although these schemes seem perfect to tackle Indonesia e-cash problem, it still unsuited under lack of network infrastructure. After the transaction, the merchant needs to contact the TTP to deposit the received e-cash. This process exchanges the e-cash with real cash for the merchant. If the merchant does not deposit the e-cash, he/she can not use the e-cash for another purpose. Under this condition, the scheme still requires proper network infrastructure to operate.
Several centralized schemes do not need to deposit their e-cash after transaction. Scheme with transferable e-cash [13] enables the receiver to immediately use the received e-cash in another transaction. The transferable property could reduce the need of using proper network infrastructure in e-cash scheme operation. However, transferable e-cash usually uses public key cryptography as its main security mechanism. Public key cryptosystems must be operated with proper network infrastructure, especially when requesting a user public key.
The existing schemes mainly build with the assumption of there is a proper network infrastructure. Therefore, the existing schemes is not suitable to Indonesia implementation. A new scheme of e-cash needs to be designed for a condition without proper network infrastructure. A scheme can operate under ad hoc network when it has both the transferable and peer-to-peer property and implementing offline cryptosystem. From the previous explanation, many of existing schemes does not meet this requirement.
The proposed scheme aims to fulfill the gap in e-cash research for implementation in Indonesia, as explained above. It is built to minimize the need for proper network infrastructure (an ad hoc network between the user and the merchant still needed for transaction). The goal is achieved by using two methods. First, to eliminate the need to contact TTP at transaction time, the scheme deploys the identity-based signcryption as its signature scheme. Second, the scheme is built as transferable e-cash to minimize the need to deposit the received e-cash, so the receiver can use the e-cash in another transaction.
Proposed Electronic Cash Scheme
The development of the proposed scheme uses reference from the General Money Model [14] . The scheme uses the term from the model to determine data used in this scheme, such as holder function and value function. The scheme defines the medium ( ) of e-cash as a chain of transaction block. A transaction block ( ) is a tuple of data that define a transaction. The transaction block is defined as:
where ℎ ′ is the identity string (public key) of opposing party in a transaction, is the value of e-cash in a holder possession after a transaction with opposing party ( ∈ ℤ + ), ( −1 ) is hash value of previous transaction of a holder, and ℎ ℎ ′ is signcryption [15] of block data using both party's keys. The proposed scheme uses identity-based signcryption [16] as its signature scheme. Identity-based cryptosystem does not require a Certificate Authority (CA) to operate. By using this scheme, there is no need to contact the CA at the time of transaction to conduct digital signature operation.
In Equation 1, it is stated that each transaction block contain data from previous transaction. Each transaction block form chain with each other. This concept of chain is similar to the concept of chain in Bitcoin [6] . Figure 1 describe the transaction block chain. Each time a holder conducts a transaction with another holder, a block is added at the end of their chain. The first block ( 0 )is a special block that created by the issuer when a user requests an e-cash. Each holder keeps their own chain as a medium to store value. The scheme's value function can be defined as:
Each transaction block represents the value function which map money value to a holder. The latest block in the chain represent the current valid value function. Model in [14] also defines a holder function, a function that map each medium to its holder. In this scheme, holder function is represented by signcryption (
whit ℎ is medium holder's private key. By using this holder function, an entity can define who is the legitimate holder of a medium. To preserve the integrity of transaction block chain, a holder keeps another data called hash root. Hash root is a chain of hash in form of a tree, also known as Merkle Tree [17] . Similar concept is used by Bitcoin [6] to shorten their transaction data in the block chain. In this scheme, the hash root is defined as:
Symbol ∥ is used to define a concatenation A Hash root is a hash value of previous hash root with the hash value of the recent transaction block. The property of Merkle Root enables us to verify if for any in a chain is an element of ( ∈ ). The proposed scheme works under Centralized Paradigm [5] , which has a single authority that oversee the entire system. This authority is called Trusted Third Party (TTP), responsible for issuing key pair to holder, issue new e-cash, and mediating dispute between holder. However, TTP will not be involved in a transaction. The responsibility to verify a transaction is delegated to each holder involved in transaction.
The proposed scheme differentiate holder between the using holder and the receiving holder. The holder that use e-cash in transaction is called Payer. While holder that receive the e-cash is called Payee. Payer is symbolized by ℎ, while Payee is represented by symbol ℎ ′ . The relationship between each holder and TTP can be seen in Figure 2 . 
Peer-to-peer Electronic Cash Using Identity Based Signcryption
The proposed scheme consists of 6 protocols: SETUP, EXTRACT, WITHDRAW, TRANSACTION, DISPUTE, and SETTLEMENT. Each protocol is used to achieve specific goal related to a process in e-cash usage. Each protocol involves specific entities in its process. In describing each protocol, the process of decrypt and verify the signcryption is not explained in detail. However, the parameters needed in this process are still defined as part of the system setup. The next part of this paper describes each protocol in more detail.
A. SETUP Protocol
The SETUP protocol is used by the TTP to establish the e-cash system. In this process, TTP set the system parameters and set TTP public and private keys. The system parameter mainly used to establish variables used in signcryption, therefore the protocol is adopting the SETUP algorithm in [16] 4 , where ∈ ℤ is length of message to be signcrypted. 5) Choose a random ∈ ℤ * and keep as system's private key.
6) Calculate = . as system's public key. 7) Set system parameter Param = ( ,, 1 , 2 , 3 , 4 ,
) and publish the parameter. 8) Run EXTRACT protocol to achieve TTP's public and private key. All variables in system parameter, except for 4 , are parameters for making and verifying the signcryption. These parameters are not explicitly used in next protocols. They are used implicitly if the protocol uses signcryption.
B. EXTRACT Protocol
EXTRACT protocol generates key pair for user. This protocol executes the extract algorithm in [16] . New user contact TTP to execute this protocol and receives public and private key. EXTRACT protocol can also be used to renew private key, in case of user lost his/her private key. A user's public key is symbolized by , where subscript denote the owner of key. While user's private key is symbolized by .
C. WITHDRAW Protocol
This protocol is conducted by Payer and TTP. It goals is to generate new e-cash for Payer or adding e-cash value of existing Payer. In this protocol, there is a small step difference between new Payer or existing Payer. For existing Payer, all existing transaction chain is extracted from Payer's device before adding new value. At the end of protocol, both new and existing Payer will receive new transaction block which replace old transaction chain. We called this new transaction block as Genesis Block ( 0 ). We can see in Figure 1 , Genesis Block always placed in the beginning of each transaction block chain.
WITHDRAW protocol is conducted in these steps, with the summary of this protocol can be seen in Figure 3 .
1) For existing Payer, send ( , 0 , 1 , … , ) to TTP, where subscript denote the last transaction in Payer medium. 2) TTP check the validity of ( , 0 , 1 , … , ). If valid proceed to next step, else reject the request and abort protocol. Peer-to-peer Electronic Cash Using Identity Based Signcryption 
E. DISPUTE Protocol
When Payer and Payee have a dispute over a past transaction, TTP will mediate the transaction using DISPUTE protocol. There are 2 scenarios of dispute covered in this protocol. First is a user deny a transaction in which he/she was legally involved, if effect demand that transaction deemed invalid. Second scenario is when a user unknowingly involved in a non-exist transaction and want to prove that the transaction is invalid. To solve this dispute, TTP will use these steps. 1) TTP extract the disputed transaction block and hash root from each user in dispute
4) To settle first scenario of dispute and retain non-repudiation, the result must satisfy ( 4 ( ) ∈ ) ∧ ( ( ′ ) = ( ′ , )). 5) To settle second scenario of dispute and retain non-repudiation, the result must satisfy
F. SETTLEMENT Protocol
SETTLEMENT protocol is used when a user wants to exchange his/her e-cash into cash. This protocol is the reverse of WITHDRAW protocol. SETTLEMENT protocol is conducted by a user and TTP. The step is as follow (see Figure 5) . 1) User sent ( , 0 , 1 , … , ) to TTP 2) TTP validate the hash root and transaction chain. If any variable is not valid, TTP will abort the process. Otherwise, proceed to next step. 
Analysis of E-cash Scheme

A. Protocol Performance Analysis
The security of the proposed scheme relies on the security of the signcryption scheme. For an adversary to be able to forge or to double spend , he/she must be able to forge the signcryption used in . The security of identity-based signcryption has been proved in [16] to fulfill the existential unforgeability of identity-based signcryption under adaptive chosen message attack definition.
A protocol performance evaluation is conducted by using Markov Chain technique. This action aims to prove that the TRANSACTION protocol in the proposed scheme does not have deadlock and will always ends in its ending state. The Markov Chain technique can also prove that the probability of forgery and double spending is acceptable. This evaluation method is similar with the work of Dreier et al. [18] where they evaluate the security of e-cash by using PiCalculus. However, their definition of forgery and double spending is slightly differed from what used in this paper. This paper uses the definition defined in [14] that define the forgery and double spending separately. The forgery definition used in [18] is part of double spending in this paper's definition.
The evaluation process only analyzes the TRANSACTION protocol because it is the only protocol which TTP is not involved, thus having the greatest risk. To prove that the proposed scheme is secure and correct, it needs to prove that the transaction of e-cash can be conducted securely. To conduct the evaluation, the protocol is transformed into a state diagram, shown in Figure 6 . Figure 6 , transition matrix can be made. The transition matrix describes the probability of transition between states. By using the transition matrix, it is possible to calculate the probability of TRANSACTION protocol ends in its designated states, whether in IDLE or ABORT, after the normal number of steps. The transition matrix ( ) for TRANSACTION protocol can be described as follow. 
Variable and represent the probability of VALIDATE and TRANSFER state change into ABORT state. The values of and are derived from the success probability to forge a signcryption. If the probability to forge a signcryption ( ) is low ( ≈ 0), then it more likely that the state will ends in ABORT state. Thus, the value of variable and become close to 1 ( , ≈ 1).
In a case where both payer and payee are honest, there is no signcryption forgery. Under this condition it can be assumed that the probability to change into ABORT state is approximately zero ( , ≈ 0). In normal condition, the protocol will end in 3 steps. After 3 steps, the transition matrix from Equation 5 become as follow:
The normal TRANSACTION protocol starts at IDLE state, and it will end in IDLE state again after 3 steps. From Equation 6, the probability of state's chain of I-V-T-I (the normal chain) is 1. It means that the protocol is always ends in IDLE state under normal condition. If there is any dishonest party (either payer or payee) involved in a transaction, then the probability of state transfer is not 1.
According to [16] , the success probability to forge the signcryption can be calculated by method presented in [19] . In the proof, it is stated that the probability to existentially forge an identity-based signature is approximately low enough ( ≈ 0.037). By inserting the probabilistic value into the transition matrix in Equation 5 ((1 − ) = (1 − ) = ), we find that after 2 steps the protocol ends in ABORT state with probability ≈ 0.963. In the same number of steps, the probability that the protocol will assume to change to the normal state (i.e. the adversary can change state from VALIDATE to TRANSFER) is 0.037. If the Markov chain probability after 3 steps is calculated, the protocol will end in IDLE state with probability of 0.964 and in ABORT state with probability of 0.035. The IDLE state has greater probability than ABORT state because there are 2 chain that can link to that result, the I-V-A-I chain and I-V-T-I chain. However, the I-V-A-I chain is having greater probability to occurs than the I-V-T-I chain. From the Markov chain calculation, the protocol will always end in either IDLE or ABORT state after 3 steps. It can be concluded that the protocol will ends in the designed state. From the calculation, the probability to forge a signcryption, hence forge a fake e-cash or double spend the e-cash and ends the transaction normally, is quite low.
B. Comparison of Properties
The proposed scheme must be able to solve the problem in Indonesia e-cash implementation. To fulfil this condition, the proposed scheme must have several e-cash functional properties (peer-to-peer and transferable) and mandatory security properties (forgery prevention and double spending prevention) [14] . The proposed scheme has the required properties which cannot be fulfilled by another scheme. The comparison of properties is conducted with two other schemes.
The first scheme is Abouelseoud's work that employ identity-based signcryption for e-cash [20] which based on work of Chaum's blind signature [21] . The second scheme is Zerocash [9] which works on top of Bitcoin [6] . The comparison of these schemes can be seen in Table 1 . Although the scheme proposed by Abouelseoud uses identity-based signcryption, it has different purpose. The scheme focuses on generating new blind signature that does not require PKI in the process of signing the e-cash. The scheme works as online scheme where the TTP is required during time of transaction. The exchanged e-cash need to be deposited back to the TTP since it does not have transferable properties. Despite the implementation of identity-based signature, the scheme proposed by Abouelseoud still depends on proper network infrastructure. Zerocash has all the required properties to be implemented in Indonesia, except it operates under decentralized paradigm. Although the scheme is peer-to-peer at the time of transaction, the transaction needs to be broadcasted to most of Zerocash user to be recorded. If it is not recorded by most of Zerocash user, the transaction is invalid. Under this condition, the operation of Zerocash scheme still need the proper network infrastructure.
The proposed scheme can achieve what the other scheme cannot. The scheme is peer-to-peer, the transaction is conducted by Payer and Payee without the need to contact another party for validation, record, or public key request. The transferable property in the proposed scheme also means that the e-cash received by a Payee can be used in another transaction without the need to deposit the e-cash first. In these conditions, the need of proper network infrastructure is minimized.
Conclusion
The proposed scheme can solve Indonesia problem of e-cash implementation. By using identity-based signcryption and block chain, the proposed scheme able to have peer-to-peer and transferable property. Both properties ensure that the proposed scheme can works without proper network infrastructure. Even without proper network infrastructure, the proposed scheme is proven secure against forgery and double spending. Since the proposed scheme work under the supervision of a TTP, the scheme is centralized. All these conditions are perfect for Indonesia implementation.
Compared to Abouelseoud's scheme and Zerocash, the proposed scheme has its advantages. Abouelseoud's scheme does not have transferable and peer-to-peer property, even though it deploys the same identity-based signcryption. While Zerocash can fulfill the transferable property and peer-to-peer, it works under decentralized paradigm. The proposed scheme works under centralized paradigm, so it can fit the regulation in Indonesia perfectly. 
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